ABSTRACT

THE SECURITY OF CLOUD COMPUTING SYSTEM ENABLED BY TRUSTED COMPUTING TECHNOLOGY


          Cloud computing is the new trend and rage of utilizing the shared resources on the “cloud”, same as internet, for computing purposes. It provides both enterprises and customers with many opportunitiesby offering a range of functionalities.It’s advantageous over the traditional computingtechnologies in the way it doesn’t need any servers and storages, notechnical team to configure and run the software stack and no upgrades either. All these issues are addressed by the cloud to which one just needs to get subscribed.In today’s competitive environment, the servicedynamism, elasticity, and choices offered by thishighly scalable technology are too attractive to ignore. These opportunities, however,don’t come without challenges.
          Security has become a major concern in cloud computing where the resources are shared by many. Users join and leave the cloud dynamically which poses a serious challenge for the security of shared resources. Hence there’s a need to establish trust in the cloud so that the users are ensured of their data security.

Trusted computing platform is integrated into cloud computing which provides security to the cloud. Our cloud computing system is secured by providing
i) Authentication 
ii) Access control 
iii) Data security
iv) Mechanism to trace user behavior in the cloud. 

          The user first needs to be authenticated to the cloud with the provided private master key. Users should register themselves into a class of users and get some credential like user name and password to express their identities and get the services. This provides access control to users not subscribed to the cloud.
[bookmark: _GoBack]           Encryption key and session keys are used for encryption of user data to sustain the security of data for a session. 
           User provides his identity through his personal key which is integrated or hard-wired into the BIOS. Using this the tracing mechanism of cloud computing system provides a way to track the malicious behavior of the users when the try to deceive and punish them. 
