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Anonymous and Traceable Group Data
Sharing in Cloud Computing
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Abstract— Group data sharing in cloud environments has
become a hot topic in recent decades. With the popularity
of cloud computing, how to achieve secure and efficient data
sharing in cloud environments is an urgent problem to be solved.
In addition, how to achieve both anonymity and traceability is
also a challenge in the cloud for data sharing. This paper focuses
on enabling data sharing and storage for the same group in the
cloud with high security and efficiency in an anonymous manner.
By leveraging the key agreement and the group signature, a novel
traceable group data sharing scheme is proposed to support
anonymous multiple users in public clouds. On the one hand,
group members can communicate anonymously with respect to
the group signature, and the real identities of members can be
traced if necessary. On the other hand, a common conference key
is derived based on the key agreement to enable group members
to share and store their data securely. Note that a symmetric
balanced incomplete block design is utilized for key generation,
which substantially reduces the burden on members to derive
a common conference key. Both theoretical and experimental
analyses demonstrate that the proposed scheme is secure and
efficient for group data sharing in cloud computing.

Index Terms— Group data sharing, anonymous, traceability,
key agreement, symmetric balanced incomplete block
design (SBIBD).
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I. INTRODUCTION

OMPARED with the traditional information sharing

and communication technology, cloud computing has
attracted the interests of most researchers because of its
low energy consumption and resource sharing characteristics.
Cloud computing can not only provide users with apparently
limitless computing resources but also provide users with
apparently limitless storage resources [1]-[3]. Cloud storage
is one of the most important services in cloud computing,
which enables the interconnection of all types of electronic
products. Moreover, various forms of data information can
freely flow with respect to the cloud storage service, for
instance, social networks, video editing and home networks.
However, little attention has been given to group data sharing
in the cloud, which refers to the situation in which multiple
users want to achieve information sharing in a group manner
for cooperative purposes [4], [5]. Group data sharing has many
practical applications, such as electronic health networks [6],
wireless body area networks [7], and electronic literature in
libraries. There are two ways to share data in cloud storage.
The first is a one-to-many pattern, which refers to the scenario
where one client authorizes access to his/her data for many
clients [8]. The second is a many-to-many pattern, which
refers to a situation in which many clients in the same group
authorize access to their data for many clients at the same
time.

Consider the following real-life scenario: in a research group
at a scientific research institution, each member wants to share
their results and discoveries with their team members. In this
case, members on the same team are able to access all of
the team’s results (e.g., innovative ideas, research results, and
experimental data). However, the maintenance and challenges
caused by the local storage increase the difficulty and workload
of information sharing in the group. Outsourcing data or
time-consuming computational workloads to the cloud solves
the problems of maintenance and challenges caused by local
storage and reduces the redundancy of data information, which
reduces the burden on enterprises, academic institutions or
even individuals. However, due to the unreliability of the
cloud, the outsourced data are prone to be leaked and tampered
with. In many cases, users have only relatively low control in
the cloud service and cannot guarantee the security of the
stored data. In addition, in some cases, the user would prefer
to anonymously achieve data sharing in the cloud.
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Our goal is to achieve anonymous data sharing under a cloud
computing environment in a group manner with high security
and efficiency. To achieve this goal, the following challenging
problems should be taken into consideration.

Firstly, an arbitrary and variable number of group members
should be supported. In practical applications, the number of
members in each group is arbitrary, and the dynamic joining
and exiting of group members is frequent [9]. A desired
scheme not only supports the participation of any number
of users but also supports efficient key and data updating.
Secondly, the confidentiality of the outsourced data should
be preserved. Since the uploaded data may be sensitive and
confidential business plans or scientific research achievements,
data leakages may cause significant losses or serious conse-
quences [10]. Without the guarantee of confidentiality, users
would not like to be involved in the cloud to share data.
Thirdly, the way that data are shared should follow the many-
to-many pattern, which makes the information sharing more
convenient and efficient. Rather than the single-owner manner
in which data storage and deletion can only be completed by
the group manager, we need a multiple-owner manner [11],
where users have greater authority over their stored data.
Specifically, any user in the group can freely store and read
their data stored in the cloud, and the deletion of data is
performed by the user. Finally, in the many-to-many group data
sharing pattern, it is essential to provide authentication services
to resist misbehaving users. For instance, a misbehaving user
may deliberately upload faulty data or misleading data to
disturb and influence the cloud storage system. In addition,
to resist the different key attack [12], a fault-tolerant property
should be supported in the scheme.

A. Main Contributions

To address the above challenges, we present a novel trace-
able group data sharing scheme for cloud computing with
traceability and anonymity. The main contributions of this
paper include the following.

1) Arbitrary Number of Users and Dynamic Changes Are
Supported: To address an arbitrary number of users in real
applications, we introduce the concept of the volunteer, which
is used to satisfy the specific structure of the SBIBD such
that the number of users can be arbitrary rather than restricted
by the value of a prime k. Moreover, in real cloud storage
applications, users may join or leave freely. The proposed
scheme can efficiently support dynamic changes of users with
respect to the access control and the many-to-many data
sharing pattern.

2) The Confidentiality of the Outsourced Data Is Preserved:
In our scheme, the outsourced data are encrypted with a
common conference key prior to being uploaded. Attacks or
the cloud having no access to the common conference key
cannot reveal any information of the data stored in the cloud.
The security of the encryption key is based on elliptic curve
cryptography (ECC) and the bilinear Diffie-Hellman (BDH)
assumption. Consequently, users can safely exchange data with
others under the semi-trusted cloud.

3) Traceability Under an Anonymous Environment Is
Achieved by Our Scheme: With respect to the key agreement,

every user in the cloud is able to freely share data with other
users. Moreover, users can exchange information in the cloud
anonymously with respect to the group signature. Note that the
group manager can reveal the real identity of the data owner
based on the group signature bound with the data when a
dispute occurs.

4) Authentication Services and Fault-Tolerant Property Are
Provided: During the key agreement, each member exchange
messages along with the group signature to declare that their
identity is valid. Furthermore, the uploaded data file will
be bound with the group signature such that the cloud can
verify the validity of the file. In addition, the fault-tolerant
property is supported in our scheme, which guarantees that
malicious users can be identified and removed such that a
unique common conference key can be derived.

The above main contributions address challenges for group
data sharing in cloud computing elegantly. Therefore, the
proposed scheme is suitable for data sharing in a group manner
under the cloud environment. Meanwhile, it can prompt the
further development and employment of key agreement for
data sharing using the SBIBD technique.

B. Related Work

Ateniese et al. [13] proposed a proxy re-encryption scheme
to manage distributed file systems that attempt to achieve
secure data storage in the semi-trusted party. Based on
bilinear maps, the scheme offers improved security guarantees.
Although the scheme provides a stronger concept of security
compared with [14], it is still vulnerable under collusion
attacks and revoked malicious users.

In order to overcome the above vulnerabilities, an effective
access control for cloud computing was proposed by
Yu et al. [11], which attempts to protect the outsourced data
from attackers and revoked malicious users. With respect to the
key policy attribute-based encryption (KA-ABE) technique, it
provides effective access control with fine grainedness, scal-
ability and data confidentiality simultaneously. Specifically,
each data file is encrypted with a random key chosen by
the user. Subsequently, the random key will be encrypted by
the KA-ABE. An access structure and secret key maintained
by the group manager are distributed to authorized users,
which can be used to decrypt the outsourced data. Note that if
and only if the attribute of the data satisfies the access structure
can the outsourced data be decrypted. However, the scheme
is designed only for a general one-to-many communication
system, which makes it inapplicable for the many-to-many
pattern.

On the other hand, a number of studies have been proposed
to protect users’ privacy [15]. In [16], a traceable privacy-
preserving communication scheme was proposed for vehicle-
to-grid networks in smart grids. However, this scheme is
only suitable for two entities (i.e., vehicles and the central
aggregator or the local aggregator); thus, it cannot be applied
in cloud environments for the purpose of group data sharing.
An example of group data sharing in cloud computing was
proposed by Liu er al. [17]. In [17], a secure scheme was
proposed to support anonymous data sharing in cloud com-
puting. Both anonymity and traceability are well supported by
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employing the group signature technique. In addition, efficient
user changes are achieved by taking advantage of the dynamic
broadcast encryption. However, this scheme suffers from the
collusion attack performed by the cloud server and the revoked
malicious user. In addition, compared with the broadcast
encryption, we believe that the decentralized model is more
suitable for data sharing in the cloud. Specifically, in [18], the
key management system falls into two categories. The first
is key distribution, in which the generation and distribution of
the key is completely accomplished by a centralized controller.
The second is key agreement, where all the members in the
group fairly contribute, negotiate and determine a common
conference key together. In the cloud environment, key dis-
tribution may be vulnerable since the centralized controller is
the bottleneck of the system. Moreover, the large amount of
computation and distribution for a common conference key
may cause a large burden for the centralized controller.

Many researchers have devoted themselves to the design of
data sharing schemes in the cloud. But the problems existing
in the above research still need to be resolved. In this paper,
we focus on constructing an efficient and secure data sharing
scheme that can support anonymous and traceable group data
sharing in cloud computing. Note that the collusion attack
is considered and addressed. Moreover, many-to-many group
data sharing is supported in the proposed scheme.

C. Organization

The remainder of this paper is organized as follows.
Section 2 presents some preliminaries in cryptographic and
combinatorial mathematics. Section 3 describes the system
model and our design goals. Section 4 presents the proposed
scheme in detail. Section 5 and Section 6 perform the security
and performance analyses, respectively. Section 7 concludes
this paper and our work.

II. PRELIMINARIES AND SECURITY ASSUMPTIONS
A. Cryptographic Bilinear Maps

Let G be an additive cyclic group of order g and G, be a
cyclic multiplicative group of order ¢, where ¢ is a large prime
number. G is the group of points of an elliptic curve over F),
and G7 is a subgroup of F*,. Weil pairing is an example of
the bilinear map, which has the following properties [19].

1) Bilinear: For any P, Q € G| and a,b € Z, we have
é(aP,bQ) = é(P, Q).

2) Non-degenerate: If P is a generator of G, then
e(P,P) € F;‘z is a generator of G,. In other words,
e(P,P) # 1.

3) Computable: Given P, Q € Gy, an efficient algorithm
exists to compute e(P, Q).

B. Group Signature

The group signature scheme is a technique that allows a
group member to anonymously sign messages in the name
of the group. The concept of group signatures [20] was first
introduced by David Chaum and Eugene van Heyst in 1991.
A group manager is an important part of the group signature

scheme, who is responsible for managing the entry and exit
of the group members and for revealing the true identity of
the group members when necessary. A well-designed group
signature scheme should meet the requirements of unforgeable,
anonymity and traceability. A variant of the short group
signature scheme [21] will be utilized in this paper to achieve
anonymous data sharing with efficient access control and
traceability.

C. Block Design and (v, k + 1, 1)-Design

In combinatorial mathematics, a block design is a set
together with a family of subsets whose members are chosen
to satisfy some set of properties that are deemed to be useful
for a particular application [22]. Definition 1 below defines
the balanced incomplete block design (BIBD) in detail.

Definition 1: Let V. = {0,1,2...0 — 1} be a set of
v elements and B = {By, B1, B> ... Bp_1} be a set of b blocks,
where B; is a subset of V and |B;| = k. For a finite incidence
structure ¢ = {V, B}, if ¢ satisfies the following conditions,
then it is a BIBD, which is called a (b, v, r, k, A)-design.

1. Each element of V appears in exactly r of the b blocks.

2. Every two elements of V appear simultaneously in
exactly A of the b blocks.

3. Parameters k and v of V satisfy the condition of k < v
such that no block contains all the elements of the set V.

4. Parameters b and v of V satisfy the condition of b > v.
The case of equality is called a symmetric design.

Here, v is the number of elements of V, b denotes the
number of blocks, and k indicates the number of elements in
each block, while  and 1 are the parameters of the design.
For a (b,v,r, k, A)-design, if the condition of k = r and
b = v holds, then it is a symmetric balanced incomplete
block design (SBIBD). It is also called a (v, k, 1)-design.
In this paper, we require a (v, k + 1, 1)-design to construct
our multicast decentralized model, where k is a prime number
and A = 1. The reason for us to choose the (v, k+ 1, 1)-design
will be shown in detail in Section 4. Moreover, in the BIBD
and the SBIBD, these five parameters are not all independent:
b and r are determined by v, k and 1. Two basic equations
connecting these parameters in the BIBD and the SBIBD are
bk =viand A(v — 1) =rk —1).

Note that information exchange in our key agreement pro-
tocol is based on the (v, k 4 1, 1)-design. Consequently, each
participant can determine the intended message receivers or
message senders based on the multicast model constructed by
the (v, k + 1, 1)-design.

D. Security Assumptions

1) Bilinear Diffie-Hellman (BDH) Problem: In (G, G, é),
the bilinear Diffie-Hellman problem is defined as follows.
Given P € G and (P,aP,bP, cP) for some a,b,c € Z*,
compute W = é(P, P)** e G, [19].

An algorithm A is said to have advantage ¢ in solving the
BDH problem in (G, G, ¢) if

PrlA(P, aP, bP, cP) = é(P, P)*¢] > ¢,
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where the probability is based on the random choice of
a,b,c e Z;‘, the random choice of P € G and the random
bits of A.

Definition 2: The BDH assumption states that no
polynomial-time algorithm A has an advantage of at
least ¢ in solving the BDH problem in (G, G7,¢é), which
means that this advantage is negligible.

Definition 3: A BDH parameter generator is a randomized
algorithm that takes a security parameter [ € Z" as input and
outputs the BDH parameters (q, G1, Gy, é) within polynomial
time. Let gen represent the randomized algorithm; then, it can
be described as gen(1') = (¢, G1, G2, &)

2) q-Strong Diffie-Hellman (q-SDH) Problem: In (Gi,
G», ¢), let P| and P; be generators of G| and G, respectively.
The g-strong Diffie-Hellman problem is defined as follows.
Given (P1, P2,y P2, 7%Pa,...,79P,) as the input, output
(yix -P1, x), where x € Z;; [21].

An algorithm A is said to have advantage ¢ in solving the
¢-SDH problem in (G, Gy, é) if

1
Pr[A(Pl, PZ» yP29 72P29 ceey yqu) = (m : Pl,x)] =&,

where the probability is with respect to the random choice
of y in Zj and the random bits of A.

Definition 4: The ¢-SDH assumption states that no
polynomial-time algorithm 4 has an advantage of at least ¢ in
solving the g-SDH problem in (G, G2, €), which means that
this advantage is negligible.

3) Decision Linear (DL) Problem: In (G, G3, ¢), the DL
problem is defined as follows. Given Py, P2, P3, aPy, bPs,
cP3, P € Gy, decide whether a + b = c.

An algorithm A is said to have advantage ¢ in solving the
DL problem in G if

PT[A(PI,PZa P3,apl’bP2, (a +b)7)3) = yes] > e
—Pr[A(P1, P2, P3,aP1,bP>, P) = yes] -7

where the probability is over the random choice of
P1, P2, P3,aP1,bPa2,cP3, P € Gi, the random choice of
a,b,ce Zj; and the coin tosses of A.

Definition 5: The DL assumption states that no polynomial-
time algorithm A has an advantage of at least ¢ in solving the
DL problem in (G1, G2, ¢), which means that this advantage
is negligible.

4) Elliptic Curve Discrete Logarithm Problem (ECDLP):
The elliptic curve discrete logarithm problem is defined as
follows. Given Pp, P> € G, compute the integer k such that
P> = k'Py [23].

III. PROBLEM STATEMENT
A. System Model

The architecture of our cloud computing scheme is con-
sidered by combining with a concrete example: users with
similar interests and specialists in the related areas hope to
store and share their works in the cloud (e.g., results and
discoveries). The system model contains three entities: cloud,
group manager (e.g., an active specialist) and group members
(e.g., bidder).

Data
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Fig. 1. The system model.

1) Cloud: provides users with seemingly unlimited storage
services. In addition to providing efficient and convenient
storage services for users, the cloud can also provide data
sharing services. However, the cloud has the characteristic of
honest but curious [11], [24]. In other words, the cloud will
not deliberately delete or modify the uploaded data of users,
but it will be curious to understand the contents of the stored
data and the user’s identity. The cloud is a semi-trusted party
in our scheme.

2) Group Manager: is responsible for generating system
parameters, managing group members (i.e., uploading mem-
bers’ encrypted data, authorizing group members, revealing the
real identity of a member) and for the fault tolerance detection.
The group manager in our scheme is a fully trusted third party
to both the cloud and group members.

3) Members: are composed of a series of users based on
the SBIBD communication model. In our scheme, members
are people with the same interests (e.g., bidder, doctors, and
businessmen) and they want to share data in the cloud.

The most worrying problem when users store data in the
cloud server is the confidentiality of the outsourced data.
In our system, users of the same group conduct a key
agreement based on the SBIBD structure. Subsequently, a
common conference key can be used to encrypt the data that
will be uploaded to the cloud to ensure the confidentiality
of the outsourced data. Attackers or the semi-trusted cloud
server cannot learn any content of the outsourced data without
the common conference key. In addition, anonymity is also
a concern for users. Our scheme uses a technique called
group signatures, which allows users in the same group to
anonymously share data in the cloud.

The system model of the presented scheme is illustrated in
Fig. 1. Firstly, users with the same interest register at the group
manager so as to share data in the cloud. In addition, user
revocation is also performed by the group manager. Secondly,
all members of the group based on the SBIBD structure jointly
negotiate a common session key, which can be used to encrypt
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or decrypt the outsourced data. Finally, when a dispute occurs,
the group manager is able to reveal the real identity of the
group member. Note that in our system model, data uploading
and access control are performed by the group manager.

B. Threat Model

Under the system model mentioned above, we consider the
following types of attack which may threat the security of the
proposed scheme.

1) An attacker outside the group tries to reveal the common
conference key to decrypt the outsourced data, who can be the
external attacker or the curious cloud server.

2) A revoked member may collude with the cloud server to
retain the outsourced data without the permission of the group
manager. Since the common conference key is updated peri-
odically, the revoked member may hold the current common
conference key of the group even though he/she is added in the
revocation list (RL) and the cloud server stores the outsourced
data of the group.

3) A malicious member may generate different sub keys
and transmit different messages (containing different sub keys)
to different members during the key generation process. As a
result, the final key calculated by different members is distinct.

4) An outside attacker or a revoked member may forge a
valid signature of a legal group member. Besides, the attacker
may try to reveal the real identity of the member.

In our system, the cloud server stores the group data will
not change or delete data, which can be guaranteed by the data
integrity verification [25]. However, the cloud server is curious
about the stored data and he may collude with a revoked user.

C. Design Goals

In order to overcome the problems above, the main design
goals of the proposed scheme include the following.

1) Dynamic Change: The intractable problem when sharing
data in the cloud using the group manner is to ensure the
security of the data when group members dynamically join
and quit the group. A scheme that can support users’ dynamic
changes should guarantee that new users can access the
previous data, whereas revoked users will not be able to obtain
data in the cloud.

2) Data Confidentiality: In the cloud storage, data confi-
dentiality requires that the outsourced data are invisible to the
cloud server and to illegal users [26]. Taking advantage of
the key agreement, a common conference key can be derived
among all the group members such that they can encrypt
their data prior to uploading it to the cloud. Moreover, with
respect to the SBIBD, the communication and computation
complexities for generating the common conference key are
relatively small compared with [16] and [17].

3) Anonymity: Personal data are expected to be shared in
the cloud without making the real identity public. Otherwise,
few users are willing to share their information. Therefore,
anonymity should be supported in the proposed scheme.

4) Traceability: Although data are shared anonymously in
the cloud, a well-designed scheme should be able to locate the
owner of the controversial data in disputes.

5) Fault-Tolerant Property: Fault tolerance guarantees that
in the presence of malicious members, the remaining legit-
imate group members can still derive an effective common
conference key.

IV. THE PROPOSED SCHEME

In this section, we present our scheme in detail. Benefiting
from the SBIBD structure, the presented scheme can be
applied for group data sharing with low communication and
computation complexities. The detailed analysis and compar-
ison are introduced in Section 6.

Our scheme can be divided into five parts: initialization, key
generation, fault detection, file generation and key update, file
access and traceability.

A. Initialization

The initialization is performed by the group manager, and
this part includes parameter initialization, user registration and
SBIBD construction.

1) Parameter Initialization:

- A security parameter [ is selected as the input of the
BDH parameter generator. Then, a bilinear map group
system (q, G, Gy, é) is returned.

- Two elements H, Hy € G and two integers &1, & € Zj;
are randomly chosen. Then, the group manager computes
Hi =& -Hy, Ho =& -Hyand U =&V H, V =& H.

- A generator G € G and an integer y € Zj; are randomly
selected, and P = y - G,W = y - P is computed.
In addition, the group manager selects two hash func-
tions k1 and hp, which map its arbitrary length to a
nonzero integer and a nonzero point of G, respectively
(i.e., hy : {0, 1}* — Z;‘, hy < {0, 1}* — G7).

- An additional integer f € Z;‘ is selected, and the
system parameters (G, P, H, Hy, Hy, H>, U, V, W, hy,
ha, f, Encxc()) are published; however, the parameter
(y,¢&1, &) is kept private as the master key. Note that
Ency() is a secure symmetric encryption algorithm with
secret key K.

2) User Registration: Each group member registers with
the group manager with his/her identity 7 D;. After receiving
the identity information I D; of the user, the group manager
randomly selects a number x; € Z;‘ and computes A; =
# - P. In addition, the group manager maps the identity
information of member i to a nonzero point Q; = hy(ID;)
in G| and computes S; = y - Q;, which can be used as the
secret key for member i. Finally, the secret key for member i
is (x;, A;, S;), and (x;, A;, I D;) is added to the group user list
of the group manager.

3) SBIBD Construction: The communication model for the
key generation is based on the SBIBD structure, which reduces
the communication complexity and computational complexity
for generating a common conference key. Meanwhile, the key
agreement based on this structure also supports efficient key
updating. Therefore, the structure of the SBIBD should first
be constructed. After the registration, the group manager is
responsible for building the structure of SBIBD according to
the number of group members.
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Algorithm 1 Generation of a (v, k + 1, 1)-Design
Input: A prime number k.
Output: An SBIBD structure B.
fori =0;i <k;i++ do
for j=0;j <k, j++ do
if j == 0 then
Bi,j = O;
else
Bij=ixk+j;
end if
end for
end for
fori=k+1;i <k*+k;i++ do
for j=0;j <k, j++ do

if j == 0 then
Bi,j = L(l—k—l)/kj—i‘l,
else

Bij=jk+14+MOD((i —k — 1)+
(G —DLE—k—=1)/k);
end if
end for
end for

Algorithm 2 The Reconstruction of B
Input: An SBIBD structure B.
Output: An SBIBD structure E.
Eo = Bo; (step 1)
fort=1;t<k;t++ do
E; = Bik+1; (step 1)
Biti1lflagl =1,
Ey, = Bl (&, —1k)s (step 2)
Biti1lflagl = 1;
end for
fori=k+1;i <k*+k;i++ do
if B;j[flag] # 1 then
EBi’ o = Bi; (step 3)
end if

end for

The group manager first checks whether k, = (-1 +
V4n —1)/2 is a prime number, where n is the number of
registered members. If &, is a prime number, then the number
of members satisfies the structure of the SBIBD. Otherwise,
the smallest prime number kj,, which is larger than [k,],
should be found. Subsequently, an (n,k, + 1, 1)-design or
an (np,k, + 1,1)-design can be constructed according to
Algorithm 1 and Algorithm 2, where n = k2 + k, + 1,
np=ki+kp+1.

Algorithm 1 creates the structure B of a (v,k + 1, 1)-
design. However, the key agreement protocol requires that in
the structure of the SBIBD, each block B; contains element i.
Therefore, Algorithm 2 is designed to transform B to E to
satisfy this requirement. Here, the notation M O Dy represents
the modular operation that takes the class residue as an integer
in the range 0, 1,2, ...,k — 1

The reconstructed E can be used as the communication
model for key agreement. Based on this model, the key agree-
ment protocol can be processed by v members, and a common
conference key can be derived, which is shown in Section 4.2
in detail. Moreover, the structure of E can be determined
by mathematical descriptions such that general formulas to
compute the common conference key for each member can
be derived. According to Algorithm I and Algorithm 2, the
structure of E is described by mathematical descriptions as
follows.

Case 1: Eo = By ={0,1,...,k}

Case 2: 0 <m <k, 1 <r<k

Et,m = Btk+1 ,m

|, (m=0)
| mk+14+MOD((t — 1)(m — 1)), (m > 0)

Case 3: 0 <m <k,t =E;;,(1 <i <k)
Eim = Bi(t—1)/k),m
[0, (m = 0)

lt —1/klk +m,(m > 0)
Case 4: 0 <m < k,t = B; |(i-1)/k)> (t #Ei;)
Eim

= Bik(|(t=1)/k)+1)+r,m

_ [, (m = 0)
mk+1+MODi((r—1)+m—1)(| L |-1), (m > 0)
Here,r = —(k—2), —(k—3), ..., —1, 0. Note that Case 4 is

correct due to the following reasons. In Algorithm 1, B; ;(k +
1<i<kX+ k) is calculated as Eq. 1.

Byj= %kt 1+ MODL(G —k—1)+(—Dx 2ty (1)

Let t = B, j; then, we have Eq. 2 as follows.

i:kx(L%J—f-l)—}-r (2)

Note that r has k — 1 different values, which describe the
structure of the (k — 1) blocks of E.

The structure of E of a (v, k+1, 1)-design can be described
in detail based on the mathematical descriptions in Case I,
Case 2, Case 3 and Case 4. Members contained in E; can
be determined by the mathematical descriptions in the four
different cases. Moreover, the structure of £ is illustrated in
detail in the Appendix.

B. Key Generation

In key generation, two rounds are required to generate a
common conference key for team members, and the way that
messages are exchanged is based on the structure E of the
(v, k 4+ 1, 1)-design. Note that if k, is not exactly a prime
number, a larger SBIBD structure (np,k, + 1, 1)-design is
constructed according to the prime k,. However, if and only
if the number of group members is exactly n,, can a common
conference key be derived based on the (n,, k, +1, 1)-design.
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Since the number of members cannot meet the structure
of SBIBD, many messages will be missing in key generation.
Therefore, some volunteers will be introduced to support data
sharing with an arbitrary number of group members in the
cloud, and a common conference key will be generated among
them.

Specifically, the group manager selects a number of trusted
volunteers to help group members complete the key agree-
ment. These volunteers can be users in the system who enjoy
a good reputation, and the number of volunteers is n, — n.
All selected users need to submit his/her ID; to register
with the group manager, and they will obtain his/her secret
key as (A;, x;). After the volunteer selection and registration
are completed, all group members and volunteers need two
rounds of key agreement to generate a common conference
key. Assuming that n users want to share data in a group
and an (np, k, + 1, 1)-design is constructed, the detailed key
agreement process is described as follows.

Round 1: In round 1, each group member selects a random
number r; as a secret key and calculates M; = ¢(G, r;S),
which contributes to generating the common conference key
among all members in the same group. Meanwhile, each
member i runs GenSign() to generate a group signature
on M; with his/her secret key (A;, x;). For a volunteer, he/she
does not need to calculate M.

Subsequently, member i or volunteer i receives messages
D; = {Mj,o;} from member j in the case that j € E;
(j # i,j < n). Here, j < n means that in round 1,
the received messages only come from real members rather
than from volunteers. According to the four mathematical
descriptions of the structure of E, the key generation in
round 1 is divided into four cases.

Case 1: Member 0 needs to receive messages from member
JA<j<k).

Case 2: For member i (i < k), they need to receive messages
from member j(j = mk + 1+ MOD(i — 1)(m — 1),
Jj #i,J <n).

Case 3: For member i(i = Epnm,i < n), they need
to receive messages from member 0 and member j(j =
LG—1)/klk+m,j#i,j<n).

Case 4: For the remaining k> — k members, they need to
receive messages from member|;_1)/x; and member j, (j =
mk+1+MOD((r — 1)+ (m—1) [ — )/k) = 1), ] #
i,j <n), where r = —(k —2), —(k —3),...,—1,0.

After every member and volunteer receives at most
k messages that contribute to generating a common conference
key from the intended members, they invoke VerSign() to
verify the validity of the received messages. Moreover, if
some members have been revoked, each member runs Ver-
Revo() to authenticate the validity of their intended message
senders.

After a successful verification of the received messages,
each member and volunteer calculates C; ;, (i < n) as Eq. (3),
which will be used in round 2 to generate a common confer-
ence key for member i. In fact, every C;;, (i < n) contributes
at most k messages for member i to generate a common
conference key. In Eq. (3), i < n means that volunteers do
not need to receive messages in round 2 to derive a common

Algorithm 3 GenSign()

Input:  Secret key (A;,x;),
(P,U,V,H, W) and message M.
Output: A valid group
sage M.

system  parameters

signature ¢ on  mes-

Selecting random integer
a Botastps by 155 15, € 233
and setting numbers
01 = xia, 02 = Xx;f;

Computing the following values

Th=a-U
h=p-V
T=A+(@+p)- - H
Ri=t,-U
Ro=tp-V

Ry = é(T3, P) - ¢(H, W) "*~% . ¢(H, P)~"a '
Ra=tc-T1 —t5 - U
Rs=tc-Tr—ts5, -V
Then, generating a hash value
c=mhM,Ti, T, T3, Ri, R2, R3, R4, Rs);
Calculating the following values

Sq =ty + co
sp=tp+cp
Sy =ty +c¢cx
56 = ts; + oy
ts, + ch

55,
Generating the group signature
o = (7]9 7—2’ 73’ C’ Sa, Sﬂ, S)M s51 ) sdz);

Return o;

conference key, while x < n implies that volunteers do not
contribute to the final common conference key.

Note that the calculation has the importance of volunteers in
key generation such that an arbitrary number of users can be
supported. The C; ;s, (i < n) calculated by volunteers are the
missing messages when the number of users cannot exactly
satisfy the structure of the SBIBD.

Cri= [] Ms G<nx<n 3)
xEEj—{i}
Round 2: Member i receives message E; = {Cj;,0j}

from member j or volunteer j in the case that i € Ej,
where C;; is used to generate a common conference key
and o; is the group signature generated by member j or
volunteer j with GenSign(). Subsequently, each member i can
verify the validity of the received messages through VerSign().
If the verification is successful, then the common conference



SHEN et al.: ANONYMOUS AND TRACEABLE GROUP DATA SHARING IN CLOUD COMPUTING

Algorithm 4 VerSign()

Input: Message M together with the signature ¢ and some
system parameters (P, U, V, H, W).

Qutput: True or False.

Calculating the following values

Ri=s.-U—c-Ty

7%2:SﬁoV—CoT2

~ é(7—3,W) ¢ ~ A S
Ry =—""2) -é(Zz, P)** -e(H, W) Sa—5¢
; (Q(P’P)) o(Ts, Py - &(H, W)

e(H, P) 175
7é4 =sy-T1—s5 - U
Rs=sx-To—s5 -V
Generating a hash value
¢ =hi(M,T1, T, 3, R1, R2, R3, Ra, Rs):

if ¢ = ¢’ then
return ‘True’;
else
return ‘False’;
end if

Algorithm 5 VerRevo()
Input: A group signature o, some system parameters
(Ho, H{, Hy) and revocation keys (A1, A2, ..., A;) in the RL.
Qutput: Valid or invalid.
Set temp = e(71, Hy) - e(T2, H»);
for i =1tor do
if temp == e(T3 — A;, Hy) then
return ‘invalid’;
end if
end for
return ‘valid’;

key is computed as Eq. (4) for member i.

n—1
K=Mi([] €¢j=eG.nS) (] Cj=eG. D> riS)
ieE; i€ek; i=0

“)

Finally, each member in the group obtains a common
conference key, which can be used to ensure the security of
the data sharing in the cloud.

In summary, a volunteer is a virtual member in a conference
who helps the real members complete some calculations
and transfer information. In addition, a volunteer does not
need to obtain a conference key. Specifically, in round 1,
volunteers only receive messages but do not send mes-
sages, and then they perform the corresponding calculations
for real members. In round 2, volunteers only send their
own calculations of messages but do not receive messages
sent by real members. To understand our protocol well,
the detailed key generation with volunteers is shown in the
Appendix.
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Fig. 2. Fault detection process.

C. Fault Detection

In practice, we cannot guarantee that all members in the
group are honest. The existence of malicious members can
seriously destroy the conference by generating different sub
keys with the same group. Consequently, group members
may generate different conference keys. Therefore, the group
manager is required to ensure that each member only generates
a unique sub key such that the conference will not be delayed
or destroyed by malicious members. The detailed flow chart
of the fault-tolerant property is shown in Fig. 2.

Specifically, during initialization, each member i needs to
submit A4; = le together with the group signature o; to
the group manager. Here, f is a nonzero integer f € ZZ.
After the key agreement, the group manager broadcasts
{N,IDgp, Ail0 < i < v — 1} among all members, where
N = ha(ID;|[IDglt10 < i <n —1), IDyg, is the identity
of the group manager and A; denotes the verified unique
sub key of all members. Then, every member verifies the
authenticity of the common conference key K by checking

n—1
whether the equation K/ = [] .A; holds. If the equation is

true for all members, then al_c?)mmon conference key K is
established among all members. Otherwise, fault detection is
performed to resist the different key attack.

During fault detection, member ;, who finds that the above

n—1
equation K/ = [T A; does not hold, needs to send a fault

report (N, IDj,rl"j,O/\/lx,x € E; — j) to the group manager.
The fault report contains the secret key of member; and the
messages M that he received from the intended members.
Subsequently, the group manager checks whether /\/ljf =
é(G,r;jS;)7 = A; holds. If the above does not hold, then
the message that member; sends to other members is different
from the message that member ; submits to the group manager.
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Thus, member; has to resend the fault report in a period of
time At. Note that member; should be removed from the
conference if the failure occurrence of member; exceeds a
threshold 7 or if member; did not resend the report within Af.
In this case, member; is either a malicious member or
undergoing a denial of service attack. Otherwise, the fault
detection phase should be processed among all the remaining
members.

When the fault detection phase is conducted by all the
remaining members, every member except member; should
send (N, ID;,ri, My,x € E; — i) to the group manager.
Subsequently, the group manager checks whether le =
éG, S = Aj; holds. If the above does not hold, then
member; has to resend the fault report in a period of time Az.
Similar to member;, member; should be removed from the
conference if the failure occurrence of member; exceeds
a threshold 7 or if member; did not resend the report
within Atr. Otherwise, the group manager checks whether
M; = é(G,eir;S;) calculated by member; is equal to M7
received from member,(i € E,(y # 1i)). If it is not,
then member; is a malicious member. If yes for all the
remaining members, then member; is a malicious member.
The group manager removes the malicious member and denial
of service member, and the protocol restarts. After the fault
detection phase, an authenticated common conference key is
derived among all the honest members. Following the proof of
Theorem 2, the presented protocol can resist the different key
attack and support the fault tolerance property.

According to Theorem 2, an honest member will not be
removed from the conference, while a malicious member will
be detected and removed from the conference. In addition,
after some malicious members are removed from the confer-
ence, the common conference key cannot be derived because
some messages are missing for generating the conference
key. Then, the positions of the malicious members should
be replaced by volunteers to ensure that the key agreement
performs well. Therefore, the proposed scheme can not only
resist the different key attack from malicious members but also
provide the property of fault tolerance.

D. File Generation and Key Update

1) File Generation: When the member wants to upload the
data file, the following operations are performed.

- The member encrypts the data file F by the symmetric
encryption algorithm Ency() with the common confer-
ence key K. The ciphertext Cipherg is calculated by
Cipherg = Encyc(F). Then, the group member submits
the encrypted data to the group manager, which consists
of

(Ing, I Dgata, Cipherg, tiata, o),

where ¢ is the group signature derived by the group
member through GenSign() and ?4,;, indicates the current
time.

- The group manager verifies the validity of the mem-
ber through VerSign() and VerRevo(). After a success-
ful verification, the group manager selects two large

primes p and g and calculates n = pg. Then based on
the RSA public-key encryption [27], the group manager
selects a relatively large integer e and computes the cor-
responding d, which satisfies ed = 1 mod (p—1)(¢g—1).
The public key for the group manager is (e, n) while the
private key is (d, n). With the public key (e, n), the group
manager re-encrypts the encrypted message Cipherg as

Cipherc = (Cipherg)°©.

Here, Cipherc will be uploaded to the cloud by the group
manager. In order to authorize a legal member, the group
manager calculates

Py = (G4, d- 7",

where k is a random number selected by the group
manager and Z = ¢(G, G). In addition, the group manager
generates the group signature for the tuple (Cipherc, Py)
with his/her secret key (Ag, xg) issued by the cloud pre-
viously, which can support the authentication of uploaded
messages. Finally, the tuple (Cipherc, P;) together with
the signature ¢ is uploaded to the cloud.

2) User Revocation: In our scheme, the revocation of mem-
bers is accomplished by the group manager, who is in charge
of managing a RL. The RL consisting of tuple (A, x,, #)
represents that member r with private key (A, x,) is revoked
at time #,. In addition, the RL is bound with /D, and
sig(RL) to denote the identity of the RL. Based on the RL
and VerRevo(), a revoked member cannot be verified to access
the cloud.

3) Key Update: Key update consists of two parts: the updat-
ing for the common conference key among group members
and the updating of the group manager’s private key (d, n).

Note that benefiting from the re-encryption and the access
control, the outsourced data is still prevented from the collu-
sion performed by the cloud server and the revoked member.
In our scheme, the common conference key can be updated in
a period of time. In addition, the RL can be emptied after the
update of the common conference key.

On the other hand, the private key (d, n) of the group man-
ager should be updated once the number of group members is
changed.

- The group manager generates new public/private key

pairs (e*, n) and (d*, n) and selects a new random k*.

- The group manager calculates P; = (G4 % ax . ZKY
and generates the group signature on the message
through GenSign(). Then, P; and the corresponding
signature are uploaded to the cloud.

- The cloud replaces Py by P after a successful verifica-
tion of the signature. Then, it computes

Cipherl = (Cipherc)®'/e.

After the above operations, the key update of the group
manager is accomplished. Note that the revoked member
would pose no threat to the group data due to the re-encryption
and the access control of the group manager.
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E. File Access and Traceability

1) File Access: To obtain data stored in the cloud, the
following operations are performed.

- The member sends a data request containing
(IDgm, IDgata,t,0) to the group manager, where
I Dggt4 1s the identity of the shared group data, ¢ denotes
the current time and ¢ is the group signature on the
message (I Dgm, I Dgata, t).

- The group manager sends an authorization information
reMsm = GYildur to the cloud after a successful
verification of VerSign() and VerRevo(). Here rgy—m
represents the authorization information from the group
manager to the group member, x; is the secret key of the
group member and d,, is the current private key of the
group manager.

- After receiving the authorization information from the
group manager, the cloud computes

per = (é(gxt [deur , gdcur'kcur)’ dcur . chur)
= (&G, 9", deur - Z17)

and responds with the requested data and per to the
member.

- After receiving the requested data and per from the
cloud, the member with his/her secret key x; can obtain
the re-encryption secret key of the group manager, which
is calculated as

deur = (deur - 2107 [ @(G. Gy eor)

Finally, the authorized member can obtain his/her required
group data by the re-encryption secret key of the
group manager and the common conference key of the
group.

2) Traceability: In our scheme, the group manager can
track the real identity of the data owner when a dispute
occurs. Specifically, when an argument is generated for a data
file IDggt4, the group manager will obtain a signature 644/
on the file. After verifying the correctness of the signature
and a successful revocation verification, the group manager
performs the following operations.

- Computing A; = T3 — (&1 - T1 + & - T») by his/her master

key (<1, &2).

- Looking up his/her group user list to reveal the real

identity of the data owner.

V. SECURITY ANALYSIS

In this section, we prove the security of our scheme in terms
of data confidentiality, fault-tolerant property, anonymity,
traceability and access control.

Theorem 1: The security of the outsourced data is based
on the ECDLP [23] and the BDH assumption [19].

Proof: In our scheme with n users, the user and vol-
unteer in the scheme are a probabilistic polynomial-time
Turing machine, as is an adversary. A passive adversary
(i.e., the could) is the person who attempts to learn information
about the outsourced data by eavesdropping on the com-
munication channel to acquire the common conference key.

Note that an adversary has access to the system parameters
{G, P,h>(ID;)|0 <i <n— 1}, whereas the session key r; for
member i is protected from the adversary due to the ECDLP
and the BDH assumption. According to [19], if X =~ ,,,Y,
then the presented scheme is secure against the passive attack.
X &~ po1yY represents that two tuples of random variables
n
X = {G,P,ha(IDi),e(G, > riS)I0 < i < n — 1} and
Y {G, P,ho(ID;), y|0 lg i < n-—1,y € Z;‘} are
polynomially indistinguishable, where y € Z; is a randomly
chosen number. Specifically, if X ~ ,,;,Y, for all polynomial-
time distinguishers, the probability of distinguishing X and
Y is smaller than % + QL(I) for all polynomials Q(I). Here,
[ € Z* is a security parameter in our key agreement scheme,
which can determine the size of p defined in Definition 3.
All algorithms run in probabilistic polynomial time with [ as
input. U
Lemma 1: If the condition of X; & poiyY; holds for all
userj, then X ~ po1,Y.

n
Proof: Let X; = {G, Ppus, H2(ID;), e(G, Z riSpl0 <
i <n—1}and Y; = (G, Ppus, Ho(ID;), yi}.

X = (G, Pru, Ha(ID;),8(G, D riSHI0<i <n—1)
i=1
= (G, Ppus, H2(I Do), Hy(IDy), ..., H2(IDy-1),

e(G,r0S0) - e(G,r1S1) - ... - e(G, ra—18—1))
n—1

=[] x
i=0

Y = (G, Prup, H2(ID;),y|0 <i <n—1,y € Z)
= (G, Ppup, Ho(IDy), H2(IDy), ..., H2(ID, 1), y)

n—1
= H Y;
i=0

Due to the discrete logarithm problem over elliptic curves
being hard when p is more than 512-bits long and the BDH
n—1 n—1
assumption, we have X; & ,,Y;. Thus, [ X; ~poy [] Vi
i=0 i=0
(i.e., X = poiyY).

Theorem 2: The proposed scheme can provide a fault-
tolerant property and generate a common conference key
among all members. The proof of Theorem 2 follows from
lemma 2 and lemma 3.

Lemma 2: During fault detection, an honest member will
not be removed by the group member.

Proof: For an honest member membery, two situations
should be taken into consideration. The first is that membery,

n—1
finds K/ # [] A;. Subsequently, the fault detection begins,

and the fauit_oreport (N,IDp,rpy, My, x € E, — h) of
membery, is sent to the group manager. Due to the honesty
of membery, there exists member; such that either Mlig #+ A;
or M; # M. Therefore, member; is detected as a malicious
member. The second situation is that member; is asked to
submit (N, I Dy, rp, My, x € E; — h) to the group manager.
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Because of the honesty of member,, the group manager
finds M,{ = A, and M, = Mj. In conclusion,
an honest member will never be removed by the group
manager. (]

Lemma 3: During fault detection, a malicious member who
attempts to delay or destroy the conference will be removed
by the group manager.

Proof: For a malicious member member,,, who attempts
to delay or destroy the conference, three cases where
member,, attempts to sabotage the conference should be taken
into consideration. The first case is that member,, delays
submitting a required message or continues sending invalid
messages to the group manager. In this case, member,, will be
removed from the conference if the failure occurrences exceed
a threshold 7 or member,, did not resend the report within Af.
The second case is that member,, deliberately sends a fault
report (N, IDy,, 1y, My, x € Epy —m) to the group manager.

—1

In this case, the team leader finds K/ # H A, and all the

remaining members have to send a fault report to the group
manager. However, if M; = /\/lf holds for all the remaining
members, then member,, is detected as being malicious and
is removed by the group manager. The third case is that
member,, performs the different key attack. Member,, selects
two different sub keys r,, and r;; and submits a false message
to the team leader. Due to the different sub keys of member,,,
the common conference key generated from different members
is distinct. In this case, there is at least one of /\/lﬁ1 not equal to

n—1
A since ry, # 1. Member; who detects K/ # [] A; will

report this fault to the group manager. Subsequentlyi;;z)ember,n
is required to submit (N, I Dy, , 1y, My, x € E, —m). Because
M,, calculated by member, does not equal M, received
from other members, member,, is detected as a malicious
member. U

Theorem 3: Based on the DL assumption, the real identity
of the signer is preserved, which implies anonymity [21] of
our scheme.

Proof: Given the group signature o, an entity can acquire
parameters 77, 7> and 73. However, any entity cannot reveal
the signer’s identity A; = 73 — (&1 - 71 + & - To); otherwise,
the DL assumption will be in contradiction. (]

Theorem 4: The real identity of the signer can be traced
by the group manager, which implies traceability [21] of our
scheme.

Proof: The group manager can acquire A; by his/her
master key (&1, &) efficiently. Then, he can reveal the real
identity ID; of the signer by looking up the group user list
maintained by himself. (]

Theorem 5: Based on the ¢q-SDH assumption, it is
infeasible for an attacker to generate a valid group
signature.

Proof: We present the proof of Theorem 5 under the
random oracle model with the help of the Forking Lemma [28]
as follows. Suppose that a polynomial-time algorithm A exists
that can forge a valid group signature with a non-negligible
probability. Given a random oracle %, algorithm 4 can gen-
erate two valid signatures (M, oo, ¢, 01) and (M, 69, c’,0'1)

according to the Forking Lemma, where
oo = (11,12, Tz,c, R1, Ra, R3, R4, Rs)
C:h(M9,T1, B’ﬁ’RI,R25R39R4’RS)
C/ :h/(M, 719,T2’ ,T3’C9 R19R2, R3,R49R5)
0-1 = (Sa,Sﬁ,Sx,Sgl,ng)
o1 =("a,55,5%,55,,5'5,)
and

So =ty +ca, §q=t,+ca

sp=tg+cf, sp=tp+cp
Sy =t +cx, §sy=t+x
S5 =t + oy, s/(;l =15 + o
S5, = ts, + co, s’(;z =15 + '

Subsequently, algorlthm A can obtain the secret key (x/, A”)
by calculating x’ AASCX and A’ = T3 — AS”‘; % . H, which
can be used to forge a valid group signature. 0

Theorem 6: The proposed scheme can achieve effective
access control.

Proof: The proof of Theorem 6 follows from the following
Lemma 4 and Lemma 5, which show that 1) a user who has
successfully registered and has not been revoked is able to
access the cloud, and 2) the revoked user is unable to access
the cloud after the revocation. O

Lemma 4: Users that have not been revoked can access the
cloud.

Proof: ~ According to the algorithm VerSign(), for
unrevoked users, the following equations are established:
Rl = Ri, Ra = Ra, R3 = Rz, R4 = Ra, and

Rs = Rs. Therefore, the hash value ¢ is equal to h1(M, 7y,
T>, T3, R1, Rz, R3, R4, Rs), and the algorithm returns ’true’.
Specifically, we can prove Ri = Rp due to the following

reason:
Ri=s5,-U—c-T
=(g+ca)-U—c-a-U
=1,-U

Similarly, we have Ry = Ra, Ra = Ra, 7€5
R3 = R3 due to the following reason:

- e(T3, W)\ . . -
Ry = ("’(37)) (T, P)S - 6(H, W)™«

= Rs5. Moreover,

é(P, P)
6(H, P)™%01 5%
= (%)c oy, PY . o(H, W)~ ra—ca—r—h
S(H, P) "o —cxa—rts—cxp
_ (ee((i 2’))) ST x P - (— (o + fYH. W + 2 P)°
S(To, PY' - 6(H, W) ™"*~"8 . 6(H, P)~"51 "%
- (6(53),1‘;"))) S(Ts. x P -6(—(a+ f)H. W+x PR
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TABLE I
PERFORMANCE AND FUNCTIONALITY COMPARISON

Scheme Signature size Operations for key generation | Communication cost | Pattern of Security of
information sharing | the system
TPP 3G; + 2G5 +1Z; + [m] 2Cy +4Cp + 1Cp, + 1C, O(n?) one-to-one reliable
Mona 3G] +6Z; +|m| 3Cw + (r+5)Cp+1Cp, o(n?) one-to-many vulnerable
Our 3G +6Z5 +|m] 1Cw + 1Cp + 2kC, O(n+/n) many-to-many reliable

]GT,G’Q‘, Zy: The length of nonzero points in G'1,G2 and Zj,.
2|m|: The length of the message to be signed.
3Cw, Cp, Cm, Cq: Operations of the Weil pairing, point multiplication, modular exponentiation and point addition.
4r, k, n: The number of revoked users, the parameter in the (v, k + 1, 1)-design and the number of all users.

(T, W)
B (é(P, P)
(T3, W)™ - R3

(é(A3, W+ xP))C R

) (T3 — (0 + B)H, W + x P)°

é(P, P)
_ (9(1/()6 +7)P, @y +X)P))C R
- ¢(P, P) 3
= R3

O
Lemma 5: Users that have been revoked by the group
manager cannot access the cloud after their revocation.
Proof: According to the algorithm VerRevo(), if the
group signature o is generated by a revoked user, then there
must be a A; that makes equation e(73 — A;, Hy) = temp.
This equation is equal due to the following reason:

e(Tz — A, Ho) = e(A; + (o + B) - H — A;, Hp)
=¢(a- H, Hy) -e(S - H, Hy)
=e(a-U,& - Ho)-e(B-V,& - Ho)
= e(Ty, Hy) - e(T2, Hy)

VI. PERFORMANCE ANALYSIS AND EVALUATION

In this section, we first present a simplified comparison
in TABLE I, and then we provide a thorough experimental
evaluation of the proposed scheme.

A. Performance Analysis

We compare the proposed scheme with two recent protocols:
Mona [17] and TPP [16]. According to [21], g is set as
a random 160-bit prime. Each element in G; and G» is
161 and 1024 bits, respectively. Thus, regardless of the length
of the message to be signed (i.e., |m| ), the signature length
of our scheme and Mona is 1443 bits or approximately
180 bytes, while TPP requires 2691 bits or roughly equal to
336 bytes. During the key generation, most of the computa-
tional cost comes from the Weil pairing, point multiplication
and modular exponentiation, which are denoted as C, Cp,
and C,,, respectively. Our scheme is designed based on the
SBIBD structure and the two rounds key agreement. Note
that compared to the above operations (i.e., Cy, Cp, Cp),
the computational cost of point addition (i.e., C,) can be
ignored. Specifically, operations for key generation in Mona
is 3Cy + (r + 5)Cp + 1Cy, where the number of point

multiplications are advanced with the increase in the number
of revoked users (i.e., r). Whereas operations for key gen-
eration in our scheme is 1C, + 1C, + 2kC,, where only
the number of point additions are advanced with the increase
in the prime number k. Note that based on the structure of
the SBIBD, k is approximately /7. In addition, even though
the number of operations for key generation in TPP is constant,
TPP follows the one-to-one pattern. Consequently, TPP takes
n(2Cy +4Cp, 4+ 1Cy, + 1C,) operations for key generation
for n users. TABLE I clearly shows that our protocol has less
computational cost than the other two protocols. Regarding to
communication cost, in a (v, k + 1, 1)-design with » members
in our scheme, each member is connected to k members.
In order to derive a common conference key, every member
needs to receive k messages in each round based on the
SBIBD structure. Note that the communication complexity of
our mechanism is O (vk) and only two rounds are required for
messages exchange. Furthermore, with respect to Definition 1
of the SBIBD, the following equations are satisfied.

k=r
Avo—1)=rk—1)

Here, A = 1 in a (v, k + 1, 1)-design with v members, and
then k ~ .,/v. Thus, based on the SBIBD structure, the
communication complexity of the proposed scheme is only
O(v+/v). Note that traditional group key agreement schemes
require either O(v?) communication complexity or multiple
rounds for generating a common conference key when there
are v members in the group. Meanwhile, our protocol can
also provide some features, such as many-to-many data sharing
and reliability in the semi-trusted cloud. In TPP, the message
is transmitted between two entities, whereas in our scheme
and Mona, data and information exchange follow the many-to-
many pattern. Considering the data sharing situation, in Mona,
the cloud holding the vital RL can easily perform a collusion
attack with any users (i.e., valid users and revoked users). The
final symmetric key is derived from the RL, which makes the
scheme vulnerable. However, in our scheme, the RL is used
to achieve access control, which is not a threat to the security
of the symmetric key or the system.

B. Performance Evaluation

To evaluate the performance, we simulate our scheme
using the C programming language with the GMP Library
(GMP-6.1.2) and PBC Library (pbc-0.5.14). All simulations
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Fig. 3. Efficiency comparison for access control. (a) Time cost for signature
control. (c) Total time cost for access control.
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are implemented on a desktop computer with the follow-
ing features: 1) CPU: Intel Pentium G3260 @ 3030 GHz;
2) Physical Memory: 4 GB; and 3) OS: Ubuntu 14.04 over
VMware workstation full 12.5.2.

We provide the time cost evaluations for access control
in TPP, Mona and our scheme in Fig. 3. We first present the
time cost of signature generation and signature verification for
all three schemes in Fig. 3(a) and Fig. 3(b), respectively. The
X-axis represents the number n of generated/verified signa-
tures. The Y-axis represents time cost (s) to generate/verify
n signatures. In Fig. 3(a), the time cost of our scheme is more
efficient than that of TPP and Mona, whereas in Fig. 3(b), the
time cost of our scheme is slightly higher than that of TPP.
We argue that the generated signature in our scheme can
support authentication services in a group well, but TPP can
only support authentication between two entities. In addition,
it is easily observed that our scheme is more efficient than
Mona in both signature generation and verification processes.
As the conclusion, Fig. 3(c) depicts the total time cost for
access control, where the X-axis represents the number n of
users and the Y-axis represents time cost in s (i.e., seconds)
to support access control for n users. Fig. 3(c) shows that
our scheme is almost the same as TPP but superior to that of
Mona.

Fig. 4 presents the comparison of the computational cost for
key generation. The X-axis represents the number n of users,
and the Y-axis represents the time cost (s) to generate the
symmetric key for n users. Fig. 4(a) depicts the comparison for
the three schemes with no revoked users, and Fig. 4(b) presents
the comparison with 30 revoked users. It is obvious that our
scheme is superior to TPP and Mona in both scenarios. This
result is because TPP can only support key agreement between
two entities, which asks for a large amount of computational
and communication costs for key generation among multiple

Verified signatures number

(b)

-
=1

60 80 40 60

Users' number
(©

generation in access control. (b) Time cost for signature verification in access

80

Time cost (s)

Users' number
(b)

Fig. 4. Efficiency comparison for key generation. (a) Key generation without revoked users. (b) Key generation with 30 revoked users.

users. However, Mona adopts a centralized model (i.e., key
distribution), where the revoked keys contribute to the final
session key. This mechanism requires more computational and
communication costs than the decentralized model (i.e., key
agreement). In addition, the time cost in Mona will increase
with the involvement of revoked users. Therefore, the proposed
scheme is practical for sharing data in the cloud environment.

VII. CONCLUSION

In this paper, we present a secure and fault-tolerant key
agreement for group data sharing in a cloud storage scheme.
Based on the SBIBD and group signature technique, the
proposed approach can generate a common conference key
efficiently, which can be used to protect the security of the
outsourced data and support secure group data sharing in the
cloud at the same time. Note that algorithms to construct
the SBIBD and mathematical descriptions of the SBIBD are
presented in this paper. Moreover, authentication services and
efficient access control are achieved with respect to the group
signature technique. In addition, our scheme can support the
traceability of user identity in an anonymous environment.
In terms of dynamic changes of the group member, taking
advantage of the key agreement and efficient access control,
the computational complexity and communication complexity
for updating the common conference key and the encrypted
data are relatively low.
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